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u    Introduc�on to SailPoint Iden�tyNow UI

u  U  nderstanding Iden�ty Cube and Data Flow

u  E  xploring SailPoint Architecture Components

u  I  den�ty Governance Use Case Mapping

Course Objec�ve 

Course Prerequisites

u  Understand the fundamental concepts of Iden�ty and Access Management (IAM) and Iden�ty Governance & Administra�on (IGA) in 

modern enterprises. 

u  Learn the importance of iden�ty life cycle management (Joiner–Mover–Leaver), least privilege, and access governance in securing 

organiza�onal resources. 

u  Explore the role of and SailPoint Iden�ty Security in managing user iden��es, access requests, cer�fica�ons, and compliance 

requirements. 

u  Gain insights into key IAM governance components, including access reviews, segrega�on of du�es (SoD), role management, and policy 

enforcement. 

u  Develop founda�onal knowledge of audit readiness, compliance repor�ng, and regulatory alignment using IAM tools. 

u  Understand how IAM supports Zero Trust security models and reduces insider threats and unauthorized access risks. 

u  Build prac�cal awareness of enterprise IAM architectures, integra�ons, and best prac�ces used across regulated industries. 

u  Familiarity with basic cyber security concepts such as authen�ca�on, authoriza�on, access control, and least-privilege principles is 

recommended. 

u  A basic understanding of enterprise IT environments, including users, applica�ons, and directories, will help in grasping IAM 

concepts effec�vely. 

u  Knowledge of networking fundamentals and iden�ty-related protocols such as LDAP, SAML, OAuth, or MFA is beneficial but not 

mandatory. 

u  Proficiency in using Windows and Linux opera�ng systems will aid in understanding iden�ty logs, access events, and system 

interac�ons. 

u  Founda�onal knowledge of IT administra�on concepts, including users, roles, permissions, and compliance requirements, will help 

learners navigate the course material smoothly. 

u  Prior exposure to cloud pla�orms or enterprise applica�ons is advantageous but not required. 

Iden�ty Governance and SailPoint Fundamentals 
u  Introduc�on to Iden�ty and Access Management 

u  Iden�ty Governance and Administra�on Concept 

u  Overview of SailPoint Pla�orm 

u  SailPoint Architecture and Components 

SailPoint Iden�ty Now Core Concepts 
u  Introduc�on to Iden�ty and Access Management 

u  Iden�ty Governance and Administra�on Concept 

u  Overview of SailPoint Pla�orm 

u  SailPoint Architecture and Components 

Access Lifecycle Management 
u  Joiner Mover Leaver Process 

u  Access Request Management 

u  Provisioning and De-Provisioning 

u  Lifecycle Event Configura�on 
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Roles, Policies, and Compliance
u  Role-Based Access Control 

u  Business Roles and IT Roles 

u  Access Cer�fica�ons 

u  Policies and Segrega�on of Du�es 

Administra�on, Integra�ons & Opera�ons 
u  Applica�on Onboarding 

u  Iden�tyNow Administra�on 

u  Integra�ons and APIs

u  Monitoring, Troubleshoo�ng, and Best Prac�ces

Cer�fica�on & Capstone Project (Extra Module) 
u  SailPoint Cer�fica�on Overview & Exam Prepara�on

u  SailPoint Cer�fica�on on Paths & Exam Readiness

u  Mock Tests & Scenario-Based Ques�ons

u  Capstone Project – Enterprise IAM Implementa�on: Design an end-to-end IAM governance model using SailPoint.

Course Outcomes 

u  At the end of the course, the student will: 

CO1 : Students will gain a comprehensive understanding of Iden�ty and Access Management (IAM) and Iden�ty Governance & 

Administra�on (IGA) concepts, roles, and enterprise responsibili�es, enabling them to effec�vely support iden�ty-driven security 

opera�ons. 

 

CO2 : Par�cipants will develop the skills required to manage iden�ty lifecycle processes, including joiner–mover–leaver (JML), access 

requests, approvals, and role assignments, enhancing secure and compliant access control acrossenterprise systems. 

CO3 : Students will become proficient in using  SailPoint Iden�ty Security pla�orms, including their architecture, core components, and 

governance workflows, empowering them to manage iden��es and access in complex IT and cloud environments. 

CO4 :  Par�cipants will acquire the knowledge and techniques necessary to perform access cer�fica�ons, segrega�on of du�es (SoD) 

analysis, risk assessment, and audit repor�ng, enabling them to iden�fy access viola�ons and meet regulatory and compliance 

requirements. 

CO5 : Learners will develop exper�se in iden�ty governance best prac�ces, access policy enforcement, and IAM integra�on techniques, 

enabling them to design and implement secure, audit-ready IAM solu�ons aligned with Zero Trust principles and enterprise 

security standards. 

REFERENCE 1:

u  Introduc�on to Iden�ty & Access Management (IAM) and Iden�ty Governance (IGA) h�ps://www.sailpoint.com/iden�ty-

library/what-is iden�ty-governance

u  HARDWARE REQUIREMENT:

      Desktop / Laptop with Core i5 or higher Processor, Windows 10 OS / 16 GB of RAM

      Minimum 10 MBPS download speed of the internet connec�on
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Industry Scope 

Cer�fica�ons

u  The industry scope for this course is extensive and closely aligned with the growing emphasis on iden�ty-centric security and governance 

in modern enterprises. As organiza�ons increasingly adopt cloud services, remote work models, and digital transforma�on ini�a�ves, the 

need for robust Iden�ty and Access Management (IAM) and Iden�ty Governance & Administra�on (IGA) solu�ons has become cri�cal.

u  Enterprises across sectors such as informa�on technology, banking and financial services, healthcare, government, telecommunica�ons, 

and e-commerce require skilled professionals to manage user iden��es, enforce least-privilege access, ensure regulatory compliance, and 

protect sensi�ve data from unauthorized access and insider threats. 

u  Graduates of this program can pursue careers in roles such as IAM Engineer, Iden�ty Governance Analyst, Access Management 

Administrator, GRC and Compliance Analyst, Security Consultant, and Zero Trust Iden�ty Architect. With increasing regulatory 

requirements and the growing adop�on of pla�orms like SailPoint Iden�ty Security, the demand for IAM professionals is expected to 

con�nue rising. 

u  As cyber risks become more complex and iden�ty remains the primary a�ack vector, professionals with strong IAM and governance 

exper�se will play a vital role in securing enterprise environments, making this course a valuable pathway into a high-demand and 

rewarding cybersecurity career.

u  SailPoint Iden�tyNow / Iden�tyIQ Cer�fica�on

u  SailPoint Iden�ty Security Cer�fica�on (Founda�onal / Professional)

u  Vendor-Neutral IAM & Iden�ty Governance Cer�fica�on (Conceptual – aligned with industry best prac�ces) 

Job Roles 

Industry Use Cases 

u   IAM Engineer / Iden�ty Engineer 

u  Iden�ty Governance Analyst (IGA Analyst) 

u  Access Management Administrator 

u  GRC & Compliance Security Analyst 

u  Zero Trust Iden�ty Architect 

u  IAM Consultant / Security Consultant – Iden�ty 

u  Cloud IAM Administrator (Azure AD / AWS IAM integra�on) 

u  Implement and manage Joiner–Mover–Leaver (JML) iden�ty lifecycle automa�on using IAM pla�orms. 

u  Enforce least-privilege access through role-based and en�tlement-based access controls. 

u  Conduct access cer�fica�on and review campaigns to iden�fy excessive or unauthorized access. 

u  Implement and monitor Segrega�on of Du�es (SoD) policies to reduce fraud and compliance risks. 

u  Integrate IAM pla�orms with Ac�ve Directory, Azure AD, HR systems, and enterprise applica�ons. 

u  Design and maintain Zero Trust iden�ty architectures aligned with modern enterprise security strategies.

u  Mode of Delivery: -  Virtual Instructor Led Training + Project Mentoring 

u  So�ware Configura�on to be arranged in Ins�tu�on Premises: - Free Account on virtualiza�on, SOC / SIEM & security tools 

u  Hardware Configura�on to be arranged in Ins�tu�on Premises: - Windows 10, 16 GB RAM, Good Internet Connec�on 

u  Course Evalua�on: - Online Assessment + Project Evalua�on 

u  Applicable Streams (IT/Non-IT):- Applicable for both IT and Non IT 

u  Internship/Placement Opportuni�es: - Career Fair will be organized for Internships / Placements 

u  Train-the-Trainer: Faculty Development Program

Assessment & Evalua�on 

u  The total score is for 100 Marks, which is a combina�on of both online assessment and project evalua�on 

u  Online Assessment – 30 Marks 

u  Project Evalua�on – 70 Marks 

u  Both Industry and Faculty Evaluators will do the Project Evalua�on with equal weightage of 50% each 
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Assessment & Evalua�on 

u  The total score is for 100 Marks, which is a combina�on of both online assessment and project evalua�on 

u  Online Assessment – 30 Marks 

u  Project Evalua�on – 70 Marks 

u  Both Industry and Faculty Evaluators will do the Project Evalua�on with equal weightage of 50% each 

u  Final Project Score = Faculty Evaluator Score + 

      Industry Evaluator Score Final Score = Online Assessment Score + (Final Project Score) * 70%

u  Ex: if a student's score given by industry evaluators is 43 and the faculty evaluator is 47

u  Total Project Score = 90 Marks

u  The assessment score for the student is 23 out of 30 Marks, then

Final Project Score Metrics & Computa�on
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u    Introduc�on to SailPoint Iden�tyNow UI

u  U  nderstanding Iden�ty Cube and Data Flow

u  E  xploring SailPoint Architecture Components

u  I  den�ty Governance Use Case Mapping

Iden�ty Governance and SailPoint Fundamentals

u    Adding an Iden�ty Source

u  I  den�ty Aggrega�on and Correla�on

u  I  den�ty Profile Crea�on

u  A  �ribute Mapping and Iden�ty A�ributes Valida�on

Iden�ty Now Core Concepts

u    Joiner Event Simula�on

u  M  over Event and Access Change

u  L  eaver Event and Access Revoca�on

u  A  ccess Request and Approval Workflow

u  P  rovisioning and De-Provisioning Valida�on

Access Lifecycle Management

u    Crea�ng Business and IT Roles

u  R  ole Assignment and Inheritance

u  C  rea�ng Access Cer�fica�on Campaign

u  D  efining Policies and SoD Rules

u  D  etec�ng and Resolving Policy Viola�ons

Roles, Policies, and Compliance

u    Applica�on Onboarding Process

u  A  dmin Roles and Permissions

u  A  PI Usage and Token Genera�on

u  I  ntegra�on with HR / ITSM Tool (Conceptual)

u  M  onitoring, Logs, and Troubleshoo�ng

Administra�on and Integra�ons
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Unit 1 Labs
Iden�ty Governance and SailPoint Fundamentals
u  Lab 1.1 Introduc�on to SailPoint Iden�tyNow UI

u  Lab 1.2 Understanding Iden�ty Cube and Data Flow

u  Lab 1.3 Exploring SailPoint Architecture Components

u  Lab 1.4 Iden�ty Governance Use Case Mapping

Unit 2 Labs
Iden�tyNow Core Concepts
u  Lab 2.1 Adding an Iden�ty Source

u  Lab 2.2 Iden�ty Aggrega�on and Correla�on

u  Lab 2.3 Iden�ty Profile Crea�on

u  Lab 2.4 A�ribute Mapping and Iden�ty A�ributes Valida�on

Unit 3 Labs
Iden�tyNow Core Concepts
u  Lab 3.1 Joiner Event Simula�on

u  Lab 3.2 Mover Event and Access Change

u  Lab 3.3 Leaver Event and Access Revoca�on

u  Lab 3.4 Access Request and Approval Workflow

u  Lab 3.5 Provisioning and De-Provisioning Valida�on

Unit 4 Labs

Unit 5 Labs

Roles, Policies, and Compliance

Administra�on and Integra�ons

u  Lab 4.1 Crea�ng Business and IT Roles

u  Lab 4.2 Role Assignment and Inheritance

u  Lab 4.3 Crea�ng Access Cer�fica�on Campaign

u  Lab 4.4 Defining Policies and SoD Rules

u  Lab 4.5 Detec�ng and Resolving Policy Viola�ons

u  Lab 5.1 Applica�on Onboarding Process

u  Lab 5.2 Admin Roles and Permissions

u  Lab 5.3 API Usage and Token Genera�on

u  Lab 5.4 Integra�on with HR / ITSM Tool (Conceptual)

u  Lab 5.5 Monitoring, Logs, and Troubleshoo�ng
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